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ENABLING AND/OR DISABLING SELECTED 
TYPES OF BROADCAST TRIGGERS 

BACKGROUND INFORMATION 

FIG. 1 (Prior Art) is a diagram of an interactive television 
system 100 that enhances a television viewing experience by 
integrating television programming with content from the 
Internet. The broadcast of a baseball game can, for example, 
be enhanced by retrieving relevant information (for 
example, a batter's batting statistics 101) from the Internet 
and displaying that information at an appropriate point in the 
baseball game (for example, when the batter 102 is batting). 

System 100 includes a server 103 maintained by the 
broadcaster, a broadcasting antenna 104, a receiver unit 105, 
a television set 106, and an Internet access point 107. 
Receiver unit 105 includes a receiving antenna 108 and a 
remote control unit 109. A viewer uses remote control unit 
109 to control the receiver unit and/or to interact with 
interactive television content via the receiver unit. A video 
link 110 couples receiver unit 105 to television set 106 so 
that the receiver unit can use the television set as a display 
device. 

FIG. 2 is a block diagram of receiver unit 105. TV 
interface circuitry 111 of the receiver unit 105 includes a 
tuner that is tuned to receive the broadcast television video 
and to remove a television carrier signal. After the carrier 
signal is removed, TV interface circuitry 111 digitizes the 
resulting video signal. Software executed by a digital pro- 
cessor 112 receives the digitized signal from TV interface 
111 and decodes and checks the digitized signal for errors. 
Receiver unit 105 drives the television set 106 via video 
encoder 113 and audio digital-to-analog converter 114. 
Digital processor 112 realizes a type of web browser that can 
access the Internet via a modem 115. Receiver unit 105 
includes an infrared interface 116 for receiving infrared 
transmissions from remote control unit 109. 

To enhance the baseball game by the display of batter 
statistics 101, television video 117 is broadcast over the 
airwaves from broadcasting antenna 104 to receiving 
antenna 108 of receiver unit 105. At an appropriate time in 
the baseball game when the broadcaster wishes batter sta- 
tistics 101 to be displayed (for example, when batter 102 
appears on the television screen), the broadcaster broadcasts 
a trigger 118 along with the television video 117. Trigger 118 
contains a Uniform Resource Locator (URL) that identifies 
an information resource 119 on the broadcaster's server 103. 
In this case, information resource 119 is a web page con- 
taining the batter's statistics. 

Receiver unit 105 receives trigger 118, accesses the 
Internet via Internet access point 107, uses the URL from the 
trigger to retrieve the web page of batter statistics from 
server 103, and then displays the batter statistics 10L In this 
way, broadcasters use triggers to have their viewers* receiver 
units retrieve information from the Internet and display that 
information in concert with their programming. 

A service company may, for a fee, provide receiver units 
and Internet access to individual viewers. The service com- 
pany may not be an Internet Service Provider (ISP) that 
maintains the Internet access point. Rather, the service 
company contracts with an ISP and then resells the Internet 
access to individual viewers. The service company may pay 
the ISP for the Internet activity of its viewers by the 
connect-hour. The service company therefore has an interest 
in controlling the magnitude of Internet accessing so that it 
can keep associated costs from exceeding the amount it bills 
its individual viewers. 
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As seen from the illustration of FIG. 1, a broadcaster that 
transmits an unduly large number of triggers could cause the 
service company to incur large charges from the ISP. A 
means of controlling such costs and inducing broadcasters to 
5 reimburse the service company for costs associated with 
their transmissions is desired. 

SUMMARY 

In interactive television, information from an information 

10 resource may be displayed along with television video in a 
synchronized fashion. When information is to be displayed 
at a point in the television video, a trigger is broadcast along 
with the television video. The trigger identifies the infor- 
mation resource and indicates how information from the 

15 information resource is to be displayed. Some triggers are 
ignored in accordance with the invention whereas other such 
triggers are not ignored. When the receiver unit receives a 
trigger, the receiver unit determines whether a rule stored in 
the receiver unit applies to the trigger. If the rule applies, 

20 then the receiver unit takes a predetermined action. If the 
rule does not apply, then the rule has no effect and the trigger 
is acted upon by the receiver unit in normal fashion (a 
default trigger handling condition). In one embodiment, the 
predetermined action is to ignore the trigger. By including 

25 one or more such rules in a receiver unit, the receiver unit 
is made to ignore certain specific types of triggers but not to 
ignore other types of triggers. The rules can be automatically 
loaded into the receiver unit on power-up by broadcast 
communication over the airwaves, from a permanent storage 

30 device (coupled to or a part of) the receiver unit, or by 
downloading from the Internet. The rules can be updated 
periodically. 

A service company can cause receiver units to ignore 
certain types of triggers by causing the receiver units to load 
particular lists of rules. Accordingly, triggers from a par- 
ticular broadcaster that does not reimburse the service 
company for costs associated with supporting the triggers 
can be disabled. It is therefore believed that a service 
company's capability to disable particular triggers may help 
induce broadcasters to reimburse service companies for 
Internet access costs associated with supporting the broad- 
caster's triggers. 

Other methods and structures are disclosed in the detailed 
4S description below. This summary does not purport to define 
the invention. The invention is defined by the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 (Prior Art) is a simplified diagram of an interactive 
50 television system employing triggers. 

FIG. 2 (Prior Art) is a block diagram of the receiver unit 
105 of the system of FIG. 1. 

FIG. 3 is a flowchart of a method in accordance with an 
embodiment of the present invention. 
55 FIG. 4 is a flowchart of a method in accordance with 
another embodiment. 

FIG. 5 is a flowchart of a method in accordance with 
another embodiment. 
6Q FIG. 6 is a flowchart of a method in accordance with 
another embodiment. 

FIG. 7 is a diagram of a list of rules in accordance with 
an embodiment. 

FIG. 8 is a flowchart of a method in accordance with 
65 another embodiment. 

FIG. 9 is a block diagram of one embodiment of a receiver 
unit in accordance with the present invention. 
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FIG. 10 is a more detailed block diagram of the TV apply to the trigger, then the trigger is handled in accordance 

interface circuitry 903 and the digital processor 904 of FIG. with a default trigger handling condition. In the example, the 

9. default trigger, handling condition is to ignore the trigger 

FIG. 11 is a flowchart of a method in accordance with 502 > such ^ the iTi & CT does not affect the ^P 1 ^ of 

another embodiment. 5 information on the receiver unit. 

FIG. 6 is a flowchart illustrating a situation wherein two 

DETAILED DESCRIPTION triggers are received on a receiver unit, the rule applying to 

one of the triggers but not to the other. Both triggers have 

FIG. 3 is a flowchart of a method in accordance with an correct trigger syntax. First (step 600), the receiver unit 

embodiment of the present invention. First (step 300), a determines that a rule does not apply to a first trigger 

receiver unit receives a trigger from a broadcast communi- received from a broadcast communication channel. The rule 

cation channel. The trigger has correct trigger syntax. The may be determined not to apply to the first trigger, for 

broadcast communication channel can, for example, be a example, because a string in the rule is not found in the first 

television channel over which a television (audio and video) trigger. The receiver unit ignores the first trigger (step 601) 

signal is broadcast. The television signal can, for example, in the sense that the first trigger does not affect the display 

be transmitted over the airwaves, via satellite, or through a 15 of information on the receiver unit. Next (step 602), the 

cable television fiber optic or coaxial connection. receiver unit determines that the rule does apply to a second 

^. , „ / . imx „ j^ t „-„ nt - trigger received from the broadcast communication channel. 

lne receiver unit then (step 301) makes a determination ™ && . , , 4 . , 4 . t . , . 

. <i , * • .u • ,. 4 iU The rule may be determined to apply to the second trigger, 

whether a rule present m the receiver unit applies to the for { J g ^ ^ ^ fe found ^ 

trigger. The rule may, for example, contain a string of 20 ^ ^ receiyer * nU aUows ^ secQnd trf 

characters which if present in the tngger indicates that the (st 603) such that the secoad tri afifcc|s the ^ . of 

rule applies to the trigger. If the rule is determined to apply i n f orma tion on the receiver unit. 

to the trigger, then the receiver unit ignores (step 302) the FIG. 7 is an illustration of a list 700 of four rules 701-704 

trigger in the sense that the tngger does not affect a display in accordance with another embodiment. Each rule has three 

of information on the receiver unit. If, on the other hand, no 25 fields 70 5-707. If the first field 705 contains the word 

mle is determined to apply to the trigger, then the trigger is "KILL", then the rule is a negative rule in the sense that a 

handled in accordance with a default trigger handling con- trigger to which the rule applies will be ignored. If the first 

dition. In this example, the default trigger handling condi- field 705 contains the word "ALLOW", then the rule is a 

tion is to allow the trigger (step 303) to affect the display of positive rule in the sense that a trigger to which the rule 

information on the receiver unit. A trigger may affect the 30 applies will not be ignored but rather will be processed in 

display of information indirectly by reconfiguring or normal fashion by the receiver unit. In one embodiment, an 

manipulating functionality of the receiver unit that later icon for an enhancement afforded by the trigger appears on 

affects the display of information. The trigger may contain the screen of the receiver unit. If the viewer selects the icon 

a script that that is executed on the receiver unit. us ing the remote control unit of the receiver unit, then the 

FIG. 4 is a flowchart illustrating a situation wherein two 35 enhancement will be displayed. If the viewer does not select 

triggers are received on a receiver unit, the rule applying to J c 1COn Wlth ] n , a ce k rtain amo t unt °f j™?' th ? n J he 1C0n 

„™ «f iu n .« u . ♦ i tu iU u iU i ■ u disappears and the enhancement is not displayed. There are, 

one of the triggers but not to the other. Both triggers have u *u « j « . . • » *i_ * 

# ♦ ■ * T7- * f * aiuw *u • however, other triggers called "auto triggers that cause 

correct tngger syntax. First (step 400), the receiver unit enhancements t0 be displayed automatically without the user 

determines that a rule does not apply to a first trigger hayin {Q ^ an icon QT { ^ othef acUon ^ ^ 

received from a broadcast communication channel. The rule 4 o triggers" are triggers that have an attribute called "AUTO", 

may be determined not to apply to the first trigger, for The default trigger handling condition for auto triggers is to 

example, because a string in the rule is not found in the first ignore "auto triggers" unless they are enabled in the list of 

trigger. Next (step 401), the receiver unit accepts the first rules. If the first field contains the word "AUTO", then the 

trigger such that the first trigger affects a display of infor- rule is a positive rule that also allows specified auto triggers, 

mation on the receiver unit. The first trigger may, for 45 The second field 706 contains a match requirement. For a 

example, cause web content (for example, an HTML or an rule to apply to a given trigger, the trigger must meet the 

XML web page) to be displayed on a screen of the receiver match requirement. In the example illustrated, the second 

unit along with television video. Next (step 402), the field 706 contains characters and/or wildcards that define a 

receiver unit determines that the rule does apply to a second character string that must be present in the trigger for the 

trigger received from the broadcast communication channel. 50 rule to apply. The asterisk symbol is a wildcard that repre- 

The rule may be determined to apply to the second trigger, sents any one or more characters. Accordingly, the "*MNF- 

for example, because a string in the rule is found in the .HTML*" in the second field 706 of rule 701 indicates a 

second trigger. Next (step 403), the receiver unit ignores the trigger containing the character string MNF.HTML, where 

second trigger in the sense that the second trigger does not that character string is both preceded and followed by one or 

affect the display of information on the receiver unit. The 55 more other characters. In some embodiments, asterisks are 

rule is therefore used by the receiver unit to filter triggers assumed to be present both before and after strings in the 

such that triggers to which the rule applies are ignored. second field such that the asterisks before and after "MNF- 

FIG. 5 is a flowchart of a method in accordance with .HTML" would be assumed and need not be included in the 

another embodiment of the present invention. First (step rule. 

500), a receiver unit receives a trigger from a broadcast 60 The third field 707 contains another match requirement, 

communication channel. The trigger has correct trigger For a rule to apply to a trigger, the view attribute value in the 

syntax. The receiver unit then (step 501) makes a determi- third field of the rule must match the view attribute value of 

nation whether a rule present in the receiver unit applies to the trigger. Possible view attribute values are "TV", "WEB" 

the trigger. If a rule is determined to apply to the trigger, then and the wildcard value asterisk. If an asterisk is present in 

the receiver unit allows the trigger (step 503) in the sense 65 the third field 707 of a rule, then the trigger need not have 

that the trigger affects the display of information on the any particular view attribute value in order for the rule to 

receiver unit. If, on the other hand, no rule is determined to apply. 
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The view attribute value "TV" in a trigger indicates that 808 and is processed in ordinary fashion by the receiver unit, 

the trigger is only applicable to receiver unit operation when Other default trigger handling conditions are, however, 

the receiver unit is displaying television content (either only possible. In one example, a trigger for which no rule applies 

television content is being displayed or television content is ignored. In another example, some triggers for which no 

with enhancements are being displayed). The view attribute 5 rule applies are allowed whereas others are ignored, 

value "WEB", on the other hand, indicates that the trigger is If there is a rule in the list of rules (step 802), then the 

only applicable to receiver unit operation when the receiver trigger is checked (step 803) against the first rule in the list 

unit is displaying only web content (no television content is to determine whether the rule applies to the trigger. In the 

being displayed). A trigger having the view attribute "WEB" example of FIG, 7, rule 701 would apply to any trigger that 

in a trigger, if activated by a viewer, could cause the receiver 10 contains the string identified by the *mnf.html* in the 

unit to leave the interactive television mode ("TV" mode) second field 706. If rule 701 is determined by the receiver 

and go into the web only browser mode ("WEB" mode). unit to W 1 ? 10 tne tri Sg er receiv ed in step 801, then 

FIG, 8 is a flowchart of method in accordance with processing proceeds to step 804. Because rule 701 is a 

another embodiment. The list 700 of rules 701-704 is first negate rule, processing proceeds to step 805^ The trigger 

i j j onn\ * * *u • • . ,. 4 , is ignored such that the trigger does not affect the display of 

oaded (step 800) into the receiver urn This list may be 15 ^ rmaiion on the reC eiver unit. 

loaded into the recerver unit automatically on power-up of If QQ lhe Qther handj me mle fc determined not t0 } 

the receiver unit or may already be present in memory. The l0 lhe trigger in slep 803> then mle 701 has no aflfect 

list may be broadcast to the receiver unit (for example, by a p roceS sing proceeds to step 806 where a determination is 

one-way broadcast over the airwaves, over a satellite link, or made as to whether there is another rule in list 700. Because 

over a cable connection) or may be received by the receiver 20 there ^ another rule in list 700, processing proceeds to the 

unit over a packet-switched network (for example, over the nex t mle 702 (step 807). 

Internet). On power-up, if a list of rules is not present or an The trigger received in step 801 is then checked against 

updated list of rules is available, then the receiver unit may the second rule 702 (step 803) to determine whether the 

use a modem to establish a dial-up connection to the Internet second rule 702 applies to the trigger. If rule 702 applies, 

and retrieve the list of rules from a web page (for example, 25 tne0 a determination is made (step 804) whether the rule is 

an HTMLor an XML web page). Thus, the receiver unit may a positive rule or a negative rule. Rule 702 is a positive rule 

update its rules periodically (for example, by receiving a as indicated by the "ALLOW" in the first field 705. 

broadcast communication of the rules or by retrieving the Because the default trigger handling condition in this 

rules from a predetermined location on a network). The example is to allow triggers, application of such a rule would 

loading of these rules occurs automatically and is out of the 30 have no affect other than preventing the trigger from being 

control of the viewer. The rules, once loaded, preferably are tested against subsequent rules in the list. If, for example, 

not alterable by the viewer. second rule 702 is determined to apply to the trigger 

Next, the receiver unit receives a trigger from a broadcast received in step 801, then processing proceeds to step 808, 

channel (step 801). In one embodiment, the trigger has the trigger is allowed, and processing proceeds back to step 

proper trigger syntax as set forth in: the "Advanced Televi- 35 801 without the trigger being tested against the last two rules 

sion Enhancement Forum Specification (ATVEF)", draft 703 and 704 of the list 700. It is therefore seen that including 

version 1.1, revision 26 (1999); and the "Transport of a positive rule in the list where the default trigger handling 

Internet Uniform Resource Locator (URL) Information condition is to allow triggers provides a way of having 

Using Text-2 (T-2) Service" standard EIA-746-A (the con- certain types of triggers not be tested against subsequent 

tent of these two documents is incorporated herein by 40 rules. 

reference). The trigger may contain a script as set forth in If second rule 702 does not apply to the trigger received 

U.S. patent application Ser. No. 09/287,985, entitled "Com- in step 801, then processing proceeds to step 806 and step 

municating Scripts In A Data Service Channel Of A Video 807 and the trigger is checked against the third rule 703 in 

Signal", filed Apr. 7, 1999, by Blackketter et al. (the content step 803. If the third rule 703 is determined to apply to the 

of this document is incorporated herein by reference). The 45 trigger, then the trigger is ignored in step 805 and processing 

trigger may have the following general form including proceeds back to step 801. If, on the other hand, the third 

multiple attribute/value pairs: rule 703 is determined not to apply, then processing pro- 

<http://www.broadcaster.com/program/mnf.html> ceeds through steps 806 and 807 and the trigger is checked 

[view:TV][script:_][checksum] against the fourth rule 704. 

For additional information on triggers containing URLs 50 If fourth rule 704 applies, then the trigger is an "auto 

usable in accordance with some embodiments, see: U.S. trigger". Supporting such an auto trigger may be relatively 

patent application Ser. No. 09/099,118, entitled "Commu- expensive for a service company that provides the Internet 

nicating Logical Addresses Of Resources In A Data Service access to users of receiver units. This is so because the 

Channel Of A Video Signal", filed Jun. 17, 1998, by Daniel receipt of an auto trigger may cause the receiver unit of a 

J. Zigmond et al. (the content of this document is incorpo- 55 viewer to automatically initiate an Internet connection to 

rated herein by reference) retrieve web content. If a broadcaster is to broadcast such 

Next (step 802), the receiver unit determines whether triggers that cause the service company to incur large 

there are any rules stored in the receiver unit. If there arc no Internet costs, it may be desired to have the broadcaster 

rules (for example, no list was loaded), then the trigger is reimburse the service company in some way. The service 

allowed (step 808). The trigger may, for example, affect the 60 company may therefore only provide rules that enable the 

display of information on a screen of the receiver unit. auto triggers of particular authorized broadcasters. If a 

In one example, a trigger for which no rule applies (for broadcaster does not provide adequate compensation to a 

example, because no rules are present in the receiver unit) is service company, then the service company can prevent the 

treated in accordance with a default trigger handling condi- broadcaster from using auto triggers by removing the auto 

tion. In the illustrated example of FIG. 8, the default trigger 65 rules from the lists of rules in the receiver units, 

handling condition is to allow triggers. If it is determined If fourth rule 704 does not apply, then processing pro- 

there is no rule in step 802, then the trigger is allowed in step ceeds to step 806. Because the fourth rule 704 is the last rule 
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in the list, processing proceeds to step 808. The trigger is 
then handled in accordance with the default trigger handling 
condition (in this example, the default trigger handling 
condition is to allow triggers that arc not auto triggers). 

Accordingly, a receiver unit can be made to have one of 5 
many different levels of functionality by tailoring the rules 
in the list. Receiving units can be made to treat triggers from 
different broadcasters differently. System reliability can be 
improved by having receiver units ignore triggers that would 
otherwise cause failures in the receiver. In some situations, 10 
test triggers are broadcast and it is not desired that receiver 
units of ordinary viewers act on these test triggers. By 
loading different rules into receiver units involved in the 
testing from the rules loaded into the receiver units of 
ordinary users, test triggers can be made to be received and 15 
operated on only by the desired receiver units involved in the 
test. Although the broadcast test triggers are received by the 
other receiver units, those other receiver units are made to 
ignore the test triggers. 

Although the rules in the example of FIG. 7 have par- 20 
ticular fields, it is to be understood that numerous other types 
of rules for distinguishing some triggers from other triggers 
are possible in accordance with the invention. Although the 
method of FIG. 8 parses the rules of the list 700 in sequential 
top-down order and exists the. list after the finding a rule that 25 
applies to the trigger, other methods of determining whether 
rules apply to triggers are possible. 

For example, a rule may contain another field containing 
the text "CONNECT". If a positive rule containing such a 
field with the text "CONNECT" is determined to apply to a 30 
trigger, then the receiver unit allows the trigger to initiate an 
Internet connection. If a negative rule containing such a field 
with the text "CONNECT" is determined to apply to a 
trigger, then the receiver unit ignores the trigger. 
Alternatively, the receiver unit can allow the trigger to be 35 
processed but the receiver unit prevents the trigger from 
initiating a connection to the Internet. 

FIG. 9 is a block diagram of one embodiment of a receiver 
unit 900 that carries out the method of FIG. 8. Receiver unit 
900 is part of an interactive television system similar to 40 
system 100. In some embodiments, the receiver unit is 
integrated into a television set. In other embodiments the 
receiver unit and the television set are separate devices that 
are coupled together as illustrated in FIG. 1. In other 
embodiments, the receiver unit is a part of a computer and 45 
the screen on which the television video is displayed con- 
nected to the computer. 

Receiver unit 900 includes local storage 901, an infrared 
interface 902 for coupling the receiver unit to a remote 
control unit, TV interface circuitry 903 that receives a 50 
broadcast television signal, a digital processor 904, a modem 

905 for coupling the receiver unit 900 to a network (for 
example, the Internet), an audio digital-to-analog converter 

906 and a video encoder 907 for driving an ordinary analog 
television set. Although receiver unit 900 is coupled to the 55 
Internet via modem and an Internet access point, no such 
coupling is required. All of the triggers, web content, HTML 
and graphics for an interactive television system can be 
delivered by embedding them into the broadcast video signal 
908, 60 

FIG. 10 is a more detailed view of the TV interface 
circuitry 903 and the digital processor 904 of FIG. 9. A 
broadcast television signal 908 including interactive televi- 
sion triggers, announcements and data is received onto TV 
interface circuitry 903. A tuner 909 of the TV interface 65 
circuitry 903 is tuned to a broadcast channel containing the 
broadcast television signal 908 and removes a carrier signal. 
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The resulting signal is then passed to a digitizer 910 of the 
TV interface circuitry 903. The resulting digitized informa- 
tion 918 is then supplied to digital processor 904. Data 
decoder software 911 realized by the digital processor 904 
parses the digitized information 918 and extracts any 
triggers, announcements and data that are present. The 
triggers 912, announcements 913 and associated data 914 
are supplied to browser software 915. Software that carries 
out the method of FIG. 8 is represented as trigger filter block 
916. Accordingly, some triggers pass through trigger filter 
block 916 whereas other triggers do not. The types of 
triggers that pass through and the types that do not are 
determined by the rules in the list of rules. The list of rules 
may, for example, be stored in local storage 901. Triggers 
917 that pass through the trigger filter block 916 are gen- 
erally acted upon in normal fashion by browser software 
915. Browser software 915 may, for example, receive a 
trigger from trigger filter block 916, extract a Uniform 
Resource Identifier (URI) from the trigger, access the Inter- 
net via modem 915 to retrieve web content identified by the 
URI, merge the retrieved web content and television video 
together, and then drive the video encoder 907 and audio 
digital-to- analog converter 906 so that the merged content is 
displayed on a screen of a television in a fashion determined 
by the trigger. The URI in this example may be a Uniform 
Resource Locator (URL) that locates an information 
resource on the World Wide Web. In an alternate 
embodiment, the URI can access a file stored locally that 
includes the web content. 

FIG. 11 is a flowchart of a method in accordance with 
another embodiment. A trigger is received onto a receiver 
unit from a broadcast communication channel (step 1100). 
Next (step 1101), the receiver unit checks the trigger for 
proper syntax. If the trigger is uncorrupted and has proper 
syntax, then the receiver unit checks the trigger against a list 
of negative rules (step 1102) stored in the receiver unit. If 
any of the negative rules in the list applies, then the check 
fails and the trigger is ignored (step 1103). If, on the other 
hand, none of the negative rules applies, then processing 
proceeds to step 1104 where a determination is made of 
whether the receiver unit is currently displaying an enhance- 
ment. An enhancement may, for example, involve displaying 
information from a web (HTML or XML) page along with 
television video. If an enhancement is being displayed, then 
processing proceeds to step 1105. If a URI in the trigger 
matches the URI of the enhancement (for example, the URI 
is a URL and it matches the URL of the HTML or XML web 
page containing information that is being displayed), then 
processing proceeds to step 1106. If the trigger contains a 
script (step 1106), then browser software in the receiver unit 
executes the script (step 1107) thereby affecting the 
enhancement. 

If, on the other hand, the receiver unit determines in step 
1104 that an enhancement is not being displayed, then 
processing proceeds to step 1108. If the trigger is an "auto 
trigger", then the browser in the receiver unit acts on the 
trigger in step 1109. In one example, the receiver unit 
automatically establishes an Internet connection (for 
example, using a modem of tile receiver unit), uses the URI 
of the trigger to retrieve web content identified by the URI, 
and displays the retrieved web content in a fashion specified 
by the trigger. The web content identified by the URI can be 
retrieved from either the broadcast communication channel 
or the Internet in accordance with techniques set forth in 
U.S. patent application Ser. No. 09/295,436, entitled 
"Receiving An Information Resource From The Internet If It 
Is Not Received From A Broadcast Channel", filed Apr. 20, 
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1999, by Zigmond et al. (the content of which is incorpo- company for determining whether a trigger that is 

rated herein by reference). included by a broadcaster on a broadcast communica- 

If, on the other hand, the trigger is not an "auto trigger", tion channel is authorized by the service company for 

then processing proceeds from step 1108 to step 1110 where accessing interactive content associated with the trig- 

a prompt appears on the receiver unit screen querying the 5 g er; 

viewer whether the viewer wishes to view the enhancement. . w . . 4 4 . . , 

Tf .. . r *u * ,u u . ■ . i . receiving at the one or more interactive television receiver 

If the viewer confirms that the enhancement is to be viewed . & . . , . - . , . 

(step Ull), then the browser in the receiver unit acts on the umts 4 communication channel from a broadcaster, the 

trigger in step 1109. If the viewer fails to confirm that the communication channel containing at least one trigger; 

enhancement is to be viewed in step 1111, then processing anc ^ 

proceeds to step 1103 and the trigger is ignored. based on the at least one rule, determining whether the, at 

In the embodiment of FIG. 11, the default trigger handling least one trigger is authorized by the service company 

condition is that auto triggers are enabled. Embodiments are for permitting access to interactive content, 

possible, however, where the default trigger handling con- 2. A method as recited in claim 1, further comprising a 

dition is that auto triggers are disabled. In such an step for updating the at least one rule at the one or more 

embodiment, a positive rule must be applied in step 1102 in 15 interactive television receiver units to reflect changes 

order for an auto trigger to be executed automatically as an regarding which triggers are authorized by the service 

auto trigger. If an auto trigger is received and no negative company 

rule applies and no positive rule applies, then the auto trigger 3 A met hod as recited in claim 2, wherein the at least one 

is handled I in accordance with the default trigger handling mle fc Joaded ^ a ^ of interactive television 

condition for auto triggers (i.e., the auto trigger is ignored). 20 recdver uni and wherein ^ at ^ 0Qe ^ ig dated 

Although the present invention is described in connection , . t > , Vt e . , 4 . t1 . . 

f. a u a- * c • * *■ 1 at some, but not all, of the plurality of interactive television 

with certain specific embodiments for instructional • 

receiver umts 

purposes, the present invention is not limited thereto. Dif- A A 4 ' . 4 , . . . - , . , t1 

r » * r t - *u*^ * «? * .u j- 1 c 4. A method as recited in claim 1, wherein the at least one 

ferent types of triggers that do not affect the display of , . A . . , . , , 

. c J • - 4 1 j ■ * * u ac rule permits access to interactive content associated with the 

mformation on a receiver unit can be distinguished from one 25 , , . * 11 • .1 t . ~ , 

t , , t . , ..re t1 • t ■ £1i a at least one trigger, and wherein the method further com- 

another and treated differently using a trigger filter. A . , r e * • • • . 1 

u * 1 cit. c j * Pi- lL pnses a step for con nnmng a viewer s interest in the at least 

browser may include a filter for disabling messages other ' t . 1 . iL «. , c . c 

. - a u r 1 • 1 j ci* one trigger prior to permitting the display ol information 

than triggers. A browser may, for example, mclude a filter . — , K. . \ . A b . ^ J 

. . ■ * / I j 11 r associated with the at least one trigger, 

that ignores certain types of announcements and allows of - A iL , . A , . . . < e& .... . 

* £ * n . ff r 4 • , 5. A method as recited in claim 1, wherein the at least one 

types of announcements. Different types of triggers can be 30 , „ tt _ . , t . 4 4 4 . t , , 

u ji j ■ j *.u j-fc * a c U4 • u jr rule allows the at least one trigger to automatically display 

handled in accordance with different default trigger handling . r . . 4 , . , fl . * . * 

j A - i_ A . . r 1 i- c " . , & information associated with the at least one trigger, the 

conditions such that if no rule applies to a first trigger of a .. . ' ™. . . t - "^s^ 1 * 

r . . tU tU r . , ■ • u n 1 ■ c * u . method further comprising acts of: 

first type then the first trigger is handled in a first way, but r & 

if no rule applies to a second trigger of a second type then connecting to the computer network; 

the second trigger is handled in a second way. The receiver 35 retrieving information from one or more servers based on 

unit may receive broadcast video, triggers, rules, and web one or more Uniform Resource Identifiers ("URIs") 

content all from a single cable modem connection. The included within the at least one trigger; and 

structure of FIG. 9 is but one of many embodiments of a displaying the retrieved information. 

receiver unit that can carry out methods in accordance with 6. A method as recited in claim 1, wherein the at least one 

the present invention. A receiver unit can, for example, be 40 trigger leads to information embedded in a broadcast signal 

realized using a computer and a tuner expansion card. that is received over the at least one broadcast communica- 

Various functions of the receiver unit can be realized in tion channel, and wherein the information is stored locally 

software, in hardware, or both. Software and/or rules for in at least one interactive television receiver unit. 

implementing various features of the receiver unit can be 7. A method as recited in claim 1, wherein the at least one 

stored on a computer- read able medium. Examples of 45 rule comprises string, and wherein the at least one trigger is 

computer-readable mediums include magnetic and optical authorized by the service company only if the at least one 

storage media and semiconductor memory. Triggers can be trigger contains the string. 

broadcast over any suitable transport including vertical 8. A method as recited in claim 1, wherein the at least one 

blanking interval (VBI) line 21 and/or lines 10-20 of an rule comprises a view attribute, and wherein the at least one 

NTSC television signal. Accordingly, various modifications, 50 trigger is authorized by the service company only if the 

adaptations, and combinations of various features of the trigger contains a matching view attribute, 

described embodiments can be practiced without departing 9. A method as recited in claim 1, wherein if the at least 

from the scope of the invention as set forth in the claims. one rule is determined to apply to the at least one trigger, 

What is claimed is: then handling the at least one trigger according to a first 

1. In a computer network which is comprised of a 55 action associated with the at least one rule, and if no rule 

plurality of servers and a plurality of interactive television applies, then handling the at least one trigger according to a 

receiver units, and wherein the interactive television default action associated with the at least one trigger, 

receiver units receive at least one broadcast communication 10. A method as recited in claim 9, wherein the default 

channel containing one or more triggers that may be used to action for the at least one trigger, if no rule applies, is to 

access, while viewing the broadcast communication 60 ignore the trigger. 

channel, interactive content stored at one or more of the H. A method as recited in claim 9, wherein the default 

servers on the network, a method for permitting a service action for the trigger, if no rule applies, is to allow the trigger 

company, as opposed to a broadcaster, to control the inter- as authorized. 

active content that may be accessed by the one or more 12. For a computer network which is comprised of a 

triggers, the method comprising steps for: 6S plurality of servers and a plurality of interactive television 

loading into one or more of the interactive television receiver units, and wherein the interactive television 

receiver units at least one rule provided from a service receiver units receive at least one broadcast communication 
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channel containing one or more triggers that may be used to at least one trigger, then handling the at least one trigger 

access, while viewing the broadcast communication according to a first action associated with the at least one 

channel, interactive content stored at one or more of the rule, and if no rule applies, then handling the at least one 

servers on the network, a computer program product com- trigger according to a default action associated with the at 

prising a computer readable medium carrying computer 5 least one trigger. 

executable instructions that implement a method for permit- 21. A computer program product as recited in claim 20, 

ting a service company, as opposed to a broadcaster, to wherein the default action for the at least one trigger, if no 

control the interactive content that may be accessed by the rule applies, is to ignore the trigger, 

one or more triggers, wherein the method comprises steps 22, A computer program product as recited in claim 20, 

for: iQ wherein the default action for the trigger, if no rule applies, 

loading into one or more of the interactive television is to allow the trigger as authorized. 

receiver units at least one rule provided from a service 23. In a computer network which is comprised of a 

company for determining whether a trigger that is plurality of servers and a plurality of interactive television 

included by a broadcaster on a broadcast communica- receiver units, and wherein the interactive television 

tion channel is authorized by the service company for receiver units receive at least one broadcast communication 

accessing interactive content associated with the trig- 15 channel containing one or more triggers that may be used to 

g er; access, while viewing the broadcast communication 

receiving at the one or more interactive television receiver channel, interactive content stored at one or more of the 

units a communication channel from a broadcaster, the &weis on the network, a method for permitting a service 

communication channel containing at least one trigger; company, as opposed to a broadcaster, to control the inter- 

an[ j 20 active content that may be, accessed by the one or more 

based on the at least one rule, determining whether the at tri SS ers > ^ method comprising acts of: 

least one trigger is authorized by the service company storing into one or more of the interactive television 

for permitting access to interactive content. receiver units one or more mlGS established by a service 

13. A computer program product as recited in claim 12, 25 company for determining whether a trigger that is 
the method further comprising a step for updating the at least included by a broadcaster on a broadcast communica- 
one rule at the one or more interactive television receiver llon channel 1S authorized by the service company for 
units to reflect changes regarding which triggers are autho- accessing interactive content associated with the trig- 
rized by the service company. & er ' 

14. A computer program product as recited in claim 12, 30 tuning the interactive television receiver unit to a com- 
wherein the at least one rule is loaded into a plurality of munication channel from the broadcaster, the commu- 
interactive television receiver units, and wherein the at least nication channel containing at least one trigger; and 
one rule is updated at some, but not all, of the plurality of applying the one or more rules to determine whether the 
interactive television receiver units. at least one trigger is authorized by the service com- 

15. A computer program product as recited in claim 12, 35 pany for permitting access to interactive content, 
wherein the at least one rule permits access to interactive 24. A method as recited in claim 23, wherein the one or 
content associated with the at least one trigger, and wherein more rules are updated to reflect changes regarding which 
the method further comprises a step for confirming a view- triggers are authorized by the service company, the method 
er's interest in the at least one trigger prior to permitting the further comprising acts of: 

display of information associated with the at least one 40 establishing communication with a source of one or more 

trigger. updated rules, by either (i) tuning the interactive tele- 

16. A computer program product as recited in claim 12, vision receiver unit to an appropriate broadcast com- 
wherein the at least one rule allows the at least one trigger munication channel, or (ii) connecting to the source 
to automatically display information associated with the at over the computer network and requesting the one or 
least one trigger, the method further comprising acts of: 45 more updated rules; and 

connecting lo the computer network; replacing the one or more rules with the one or more 

retrieving information from one or more servers based on updated rules. 

one or more Uniform Resource Identifiers ("URIs") 25. A method as recited in claim 23, wherein the one or 

included within the at least one trigger; and more rules permit access to interactive content associated 

displaying the retrieved information. 50 witn the at least one trigger, and wherein a viewer's interest 

17. A computer program product as recited in claim 12, in tne at least one trigger is confirmed prior to permitting the 
wherein the at least one trigger leads to information embed- display of information associated with the at least one 
ded in a broadcast signal that is received over the at least one trigger, the method further comprising acts of: 
broadcast communication channel, and wherein the infor- displaying a prompt corresponding to the at least one 
mation is stored locally in at least one interactive television 55 trigger; and 

receiver unit. if a viewer responds to the prompt within a particular time 

18. A computer program product as recited in claim 12, frame, displaying information associated with the at 
wherein the at least one rule comprises string, and wherein least one trigger, and otherwise, removing the prompt 
the at least one trigger is authorized by the service company from display. 

only if the at least one trigger contains the string. 60 26. A method as recited in claim 23, wherein the at least 

19. A computer program product as recited in claim 12, one trigger leads to information embedded in a broadcast 
wherein the at least one rule comprises a view attribute, and signal that is received over the at least one broadcast 
wherein the at least one trigger is authorized by the service communication channel, and wherein the information is 
company only if the trigger contains a matching view stored locally in at least one interactive television receiver 
attribute. 65 unit. 

20. A computer program product as recited in claim 12, 27. A method as recited in claim 23, wherein the one or 
wherein if the at least one rule is determined to apply to the more rules comprise a string, and wherein the at least one 
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trigger is authorized by the service company only if the at vision receiver unit to an appropriate broadcast corn- 
least one trigger contains the string. munication channel, or (ii) connecting to the source 

28. A method as recited in claim 23, wherein the one or over the, computer network and requesting the one or 
more rules comprise a view attribute, and wherein the at more updated rules; and 

least one trigger is authorized by the service company only 5 lacin (he one or more mhs ^ the Qne Qr mQre 

if the trigger contains a matching view attribute. undated rules 

29. A method as recited in claim 23, wherein if the at least A ' , 4 , . , . „ 

. . , . . , , , . ' ' , t . 34. A computer program product as recited in claim 32, 

one rule is determined to apply to the at least one trigger, , ■ iL f 

then processing the at least one trigger according to a first wherein the one ° r ™« ™1« P ermit access to interactive 

action associated with the at least one rule, and if no rule 10 content »f"?» tod Wlth u the a 7 east one tri Sg er > and whe ^in 

applies, then processing the at least one trigger according to a viewer s interest in the at least one tn ^ er is confirmed 

a default action associated with the at least one trigger. P rior t0 permitting the display of information associated 

30. A method as recited in claim 29, wherein the default with the at least one tri SS er > the method ^her comprising 
action for the at least one trigger, if no rule applies, is to acls 

ignore the trigger. is displaying a prompt corresponding to the at least one 

31. A method as recited in claim 29, wherein the default trigger; and 

action for the trigger, if no rule applies, is to allow the trigger if a viewer respoads t0 the prompt within a par t icu iar time 

as a u ln orized. i , - , ■ . , r frame, displaying information associated with the at 

32. For a computer network which is comprised of a , * iL 

, - ^ , i v. r ■ i • • least one tngger, and otherwise, removing the prompt 

plurality of servers and a plurality of interactive television 20 ^ dis la 

receiver units, and wherein the interactive television 4 " y * , „ A 

receiver unite receive at least one broadcast communication u 35 ' . com P« t6r P ro S ram P r ° duc j t as r6 f ed in cla ™ 32 > 

channel containing one or more triggers that may be used to wherein the at least one '"Sg" leads 10 "^formation embed- 

access, while viewing the broadcast communication ded in a broadcast signal that ts received over the at least one 

channel, interactive content stored at one or more of the 25 broadcast communication channel, and wherein the infor- 

servers on the network, a computer program product com- mation is stored locally in at least one interactive television 

prising a computer readable medium carrying computer receiver unit. 

executable instructions that implement a method for permit- 36. A computer program product as recited in claim 32, 

ting a service company, as opposed to a broadcaster, to wherein the one or more rules comprise a string, and 

control the interactive content that may be accessed by the 30 wherein the al least one trigger is authorized by the service 

one or more triggers, wherein the method comprises acts of: company only if the at least one trigger contains the string, 

storing into one or more of the interactive television u 37 ' A <=°n>puter program product as recited in claim 32, 

receiver units one or more rules established by a service w ^ erem the oae , or more ^ com P n ^ e * view attribute, and 

company for determining whether a trigger that is wherein the at least ° ne 15 auflionzecl by the service 

included by a broadcaster on a broadcast communica- 35 company only if the tngger contams a matching view 

tion channel is authorized by the service company for attribute. 

accessing interactive content associated with the trig- u 38 " computer P ro S ram P^Af ™ ™«f in c aim 

g er wherein if the at least one rule is determined to apply to the 

, . . at least one trigger, then processing the at least one trigger 

tuning the interactive television receiver unit to a com- „ ,„ „ c„* 1 • , , , ... 4 . t , # 

& . . , _ , , , 40 according to a first action associated with the at least one 

mun,cat.on channel from the broadcaster, the commu- m] and Jf Q0 ^ ,. then ocessi , he „ least one 

mcation channel containing at least one tngger; and trfgger according (0 a defauU action associated ^ the „, 

applying the one or more rules to determine whether the j east one trigger. 

at least one trigger is authorized by the service com- 39. a computer program product as recited in claim 38, 

pany for permitting access to interactive content. 45 wherein the default action for the at least one trigger, if no 

33. A computer program product as recited in claim 32, m i e applies, is to ignore the trigger. 

wherein the one or more rules are updated to reflect changes 40. A computer program product as recited in claim 38, 

regarding which triggers are authorized by the service wherein the default action for the trigger, if no rule applies, 

company, the method further comprising acts of: ^ t0 a n ow t h e trigger as authorized, 
establishing communication with a source of one or more 

updated rules, by either (i) tuning the interactive tele- ***** 
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